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Ericsson Context ;@p

Not a tool vendor!
5 main proprietary platforms (sort of... ©)
= Some with proprietary OSes
Each PF requires its own development environment

= Heavy use of tools in all phases of SW development
= Standard, everyday tools (e.g. editors, compilers, CM, ...)
= Custom tools for “advanced” needs

Eclipse: our tool integration platform of choice
Push for an Eclipse-based IDE for each platform

= QOpen source solutions when available
= Vendor or in-house solutions for the rest

Everything was cool...
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Then the sh*t hit the fan... ;@p

= ‘Difficulties’ at integrating a debugger for one of our proprietary platforms

= In-house CDI-GDB based solution (incomplete)

= Worked for the emulator, not the real target
= Support for freeze-mode only (a.k.a. all-stop)
= Lacking support for:

= Multiple targets

= Multiple processes

= Non-stop multi-threading
=  Awkward support for:

= Execution model
= Data model

» |nternal study concluded that:

= GDB could be enhanced to bridge the gap
= CDl-based solution would eventually be problematic
= DD/DSF offered a better alternative
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GDB Improvements =11 DEY

= Support for non-stop multi-threading

= Run mode selection (all- or non-stop)

= Run control - select/suspend/resume/... individual threads or
groups of threads

= Support for multi-process

= Direct support for multiple processes

= Handling of execution contexts and aggregation in GDB
= Global breakpoints

= Auto-attach

= Some proprietary extensions for our specific needs
(not contributed back)
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CDI-GDB Challenges =i DEE

= No direct support for proprietary platform features

» Non-standard execution and data models
= Multiple targets

= Multiple processes

= Non-stop multi-threading

= Qverall performance issue
=  Synchronous debugger communication
= Slow data retrieval (for large data structures)
= Stepping-in for large projects
=  Scalability ~

= CDI could have been extended, but:

= Difficult to integrate our changes in the code base without breaking compatibility ®
= Would likely have had to maintain our patches outside of CDI ®
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DSF Features ‘@A

= Aimed at embedded systems ©
= Support for non-standard execution/data models
= Asynchronous everything
= Command caching and coalescing (in theory...)

Fetch only what is required by the Ul

Scalability !

= Built-in support for concurrency ©

= Asynchronous interfaces
= Threading model

= Thread pool of size 1 (de facto global semaphore)
= Low overhead
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DSF Features ‘@J

= Service oriented architecture ©

= OSGi-based

» (Can easily add/extend/substitute services
= Run Control

Breakpoints

Variables, Registers, ...

MyExcellentService

= QOther nice Ul features:
» Update policies
» Fast stepping
= New memory rendering (ironically called “Traditional” ©)
= New disassembly view
= Stack Frame partial display
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Demo 1

= \What’s New

= Non

Launch

Views

GDB traces

As-needed back-end requests
Caching (memory)
Breadcrumb

-stop multi-threading

Thread selection/control

= Multi-process

Connecting to running processes
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Debug Perspective SC|iPEE

Breadcrumb = Nonstop MUt Threading/src/NonstopMult InTeading.cpp = EClipse SDK

Fle Edit Refactor MNavigate Search Run  Project Window Help

v @B ke s 0| oo o |Ld 45 T§ #sDebug EC/C++ I Breaderumb
%‘5 Debug % ] poeh 0w ] I D R i @& T T E" ‘90 Breakpumtsl}ﬂ?Reglsters ‘[W= Wariables S(s’ ) = E"
» [ » 5 » 0P » = test_threads() at;‘home,ffrancoisM’orkspacestemoiNonStwreading;‘srciNonStopMult\Threading‘c; % O e =
= EI.W Mame (Type
: i char*
= QT - Breadcrumb activated when | unsigned int
82 pthread_create{&timer_th, NULs timer_thread, (void*) duration); . dint
e ahmemd detachlingr bl you reduce Debug view to 1 i
24 . + =
a5 for (unsigned 1 = 0; 1 < nb_threads; W+) { ||ne
» 25 pthread create(&threads[i]l, NULL, wdkker_thread, (void*) thread ids[il.c_str());
87 sleep(1);
as }
88
90 for (unsigned 1 = 0; 1 < nb_threads; i++)
g1 pthread join( threads[i], NULL); i
e Worker thread creation loop for
o3 cout == "Leaving test_threads()" <= endl; 3
% the multi-thread example
95
B s S T ey e
97// main
D8/ = = e e ]
9¢int main{int argc, char* argvll) { . H
100 Timer thread creation @ B
101 int local_int = glebal_int++; = B
102
103 if {arge 1= 2) { =
104 cout == "Please enter a total duration (in seconds)" == endl; i
105 exit(-1); i g
105 } b bl
[<] [] [<] [>]
.E Console %\ ‘..&_-‘;Tasks}fgl Prob\ems} a Memoryi Be & EHE‘ B e = =
NonStepMultiThreading [C/c++ Application] gdb
set target-async on [=]
set pagination off
[Thread debugging using libthread_db enabled]
[New Thread 0xb7d37bs0 (LWP 5469) ] =
[Thread oxb7d37hgo0 (LwP 5469) exited]
] L)
s Writable Smart Insert 87 : 18
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Non-Stop Multi-Threading °C|iPSE

pebug Confgurations

Credle, manaye, and run confliguwations
& @ o N B
0 & % B 5 Mama: |NonStopI’-dulhTh'eadmg |
| | E wain 0= Arguments ﬁi? Debugger - % S:urce} =| gommon\l
- [E] CiC++ Appication [~]
=] NorsStopMulti—kreading Debugger: | gdb/mi ~ |
c| ReverseDebuggin
= 99 g- ) «| Stop on startup at: |rmain
- [E] Cfc++ Al.ach Lo Applicaticn
T Multiprocess Debugger Options
[¢]CiC++ Postmortem Debugger Main | Shared likraries |
& Eclipse Appication
il |ava applat GDB dekbugger: |fhcmeffranccisﬂforks:acestDBfGDB—G.8 50/gdb/gdb | | Browse. .. |
Ed Java apglication SOB cormmiard file: |.gu|:)r1L | ‘ Blowse, .. | |
fu ]Unft _ \Warring: Some corrmsnds i1 this fle may interfers witk tha startug operstior of the debuggar, fer
.]'E JUrit P ug-ir Test axanﬁp|e Tun' )
@ 053 Aemework M “nn-stap mode (Mate: Requires nar-stap GRR)
E’ Hemot |ava Application [ =neb e Reverse Ceasuggng at starup (RNote: Fequires Reverse GDB)
Multi-thread apps can be
debugged in either all-stop B
(freeze) or non-stop mode [4]
Using GDB [DSF) Crzate 2rozess _aunche- - Select otqer., Apply Rewvert
Flter matched 13 ot 13 ites
@I Clase | I Dzhbig
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Non-Stop Multi-Threading i BEE

q Applications Places System e Sat 21 Mar, 17:11 | 8| | = @ & Francois [§)

Debug - NonstopMulthiThreading/src/NonstopMultiThreading . cpp = Eclipse SDK:

Fle Edit Refactor MNavigate Search Bun Project Window Help

j i~ T} ‘ k ku | T @~ Qv | - (S | ‘ i ﬁDebug|@C,’C++ %5 Breadcrumb
g Dehug 52 ' &h ‘E| 3= @ i & e ¥ =0 pq:\fanablesioe Breakpoints Sé\‘\\_m? Reg\sters| % & ® B &% ¥ =0
= [&] NonStopMultiThreading [C/C++ Application] 5} M e fhomeffrancois/Workspaces/DemofNaonStopMultiThreading/sre/NonStopMultiThreading.cpp [line: 64]
= if# NonStopMultiThreading [] o /homejfrancois/Workspaces/Demo/ReverseDebugging/src/ReverseDebugging.cpp [line: 85]
= ® Thread [4] 6001 [Suspended : Breakpoint) [l o /homeffrancois/Workspaces/GDB/TADE/UnitProcess2_OUJsrc/BreakpointTestApp.ce [line: 47]
= worker_thread() at fhome(francois/workspaces/DemojMonstopMultiThreadingfsre, i | M : 281]
= start_thread() at 0ub7fc150f ——=| Worker threads 3 and 4 are stopped
= clonel) at 0xb7elaale ‘ _ | ( g )
[ o Thread [3] 5999 (Suspended : Breakpoint) on the breaprInt |Ine 64
»® Thread [2] 5998 (Running)
& Thread [1] 5995 (Running) —
v gdb ~
T . 0
' : ‘ B Threads 1 and 2 (main and timer :
By -
. . =8
[g NonStopMultiThreading .cpp & \.\7 thread) are Stl” runnlng
59 int nb_iterations = 0; |Application] NonStophi
B0 — =TT = - i
61 cout == "Entering: " <= thread_id == endl; Ea BE \E”ET of E-r3
62 Entering test_threads() kel
63 while (!is finished) { Timer thread started...
Pa 54 cout << "\t" =< thread id =< ™ (" << ++nb_iterations == ")" == endl; Entering: Thread #3
65 sleep(nb_threads); Entering: Thread #4
86 }
67
68 cout == "Leaving: " =< thread_id == endl;
69 pthread_exit(NULL); H =
70}
71
T2 e e e e e e e
73// test_thread: Starts the various threads and waits for completion
B EEEEEE
75void test_threads(char* duration) .4
76{ [ ¥
[ 1y [2] [«] i [2]
& Tasks [E_\ Droblems‘ﬂ Executables‘ @ mMemory 2@\"\7 e |§ 5| /g‘ = S
Monitors i
| |
\EH [2 [ava - org eclipse.cdt.... | Debug - NonStopMulti... | ﬁ <1 I
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Non-Stop Multi-Threading

QAppllcatmns Places System e

D

Sat 21 Mar, 17:11 | 49| | - {3 @ Francois @)

Debug - NonStopMultiThreading/src/NonStopMultiThreading.cpp - Eclipse SDK
Fle Edit Refactor MNavigate Search Bun Project Window Help

| ra- @k k|% 0 |®® 9|

% Debug 2 &5 ‘DP|

. Filter
= [&] NonStopMultiThreading [C/C++ Application]

- Actions
= if# NonStopMultiThread
An=tapliieasng Bararsy Bestrict to Selected Targets and Threads:
= o® Thread [4] 6001 [Suspended : Breakpoint) =
Filter = [ @ fhomeffrancoispworkspaces/Demo/NonStopMultiThreadir

worker_thread(} at fhomejfrancoisfwerkspaces/Demofn
start_thread() at oxb7fc150f
clonel) at 0xb7elaate
[ o Thread [3] 5999 (Suspended : Breakpoint)
»® Thread [2] 5998 (Running)

[ o® Thread[4] 6001
] 42 Thread[3] 599

& @ Thread[2] 5998
M 1® Thread[1] 5995

[=](=]*]

B *Debug|@C.’C++ %5 Breadcrumb

&

X% P w BB ¥ =4

topMultiThreading/src/NonStopMultiThreading.cpp [line: 64]

Jy

seDebugging/src/ReverseDebugging.cpp [line: 5]
nitProcess2_oUfsre/BreakpointTestApp.cc [line: 47]
nitProcess_OUfsrc/ExpressionTestApp.cc [line: 281]

& Thread [1] 5995 (Running)
v gdb

[
[g] NonStopMultiThreading cpp Xi\\_\

Breakpoint is filtered out for
thread 3 i.e. only thread 4 will
stop on the breakpoint now |

59 int nb_iterations = 0;

50 — S— _ —

61 cout == "Entering: " <= thread_id == endl; Ea LR @|E| =l

52 Entering test_threads() [~]

63 while (!is finished) { Timer thread started...
Bo 54 cout =< "\t" =< thread id == " (" << ++nb 1 Entering: Thread #3

65 sleep(nb_threads); Entering: Thread #4

66

67

68 cout == "Leaving: " =< thread_id == endl; L] = ] B

69 pthread_exit(NULL); H =

70} @ cancel | ‘ oK ]

71

e R s e e e s S SRR s SRS E S B

73// test_threa Starts the various threads and waits for completion

B EEEEEE

75void test_threads(char* duration)

764 = =]

l O | B
& Tasks [E_\ Droblems‘ﬁ Executables‘ @ mMemory 2@\'-\ e = B
Monitors i
|
1

\E| [ [2 Uava - orgeclipse cdt.... || [@ Debug - NonstopMulti... |
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Non-Stop Multi-Threading i BEE

QAppllcatmns Places System e i], s ’@g Francois [§]

¢ Debug -NlJnStopMuItiThreading,f-sr;.{Nr;E YOU have fU” Contr0| Over |nd|V|dua| Or

Eil Edit Refact it} it = h Bu Project  Wind Hel|

e, e, shelector Neviose) Seprth. (b, Brolecs, Wi Heh all threads (suspend, resume, stop, ...)

J i ] ‘ k Kk | F- O Q- | = & | ‘ .g|%c,lc++ %5 Breadcrumb

y Debugﬁ 23\', &5 ‘$| 3 9{@ i & e ¥ =0 N=Var|ab|es[°e Breakpoints s:é\\_:.c‘ac‘ Reg\stersi ® % 8 o W B &% ¥ =0

= [&] NonStopMultiThreading [C/C++ Application] 5} ] vo fhomeffrancois/Workspaces/Demof/NaonStopMultiThreading/sre/NonStopMultiThreading.cpp [line: 64]
= if# NonStopMultiThreading [] o /homejfrancois/Workspaces/DemofReverseDebugging/src/ReverseDebugging.cpp [line: 85]

= o® Thread [4] 6001 [Suspended : Breakpoint) [l o /homeffrancoisfWorkspaces/GDB/TADE/UnitProcess2_OUY/src/BreakpointTestApp.ce [line: 47]
= worker_thread() at fhome(francoisfworkspaces/DemojMonstopMultiThreading/sre/NonStopMultiThrea [l o fhomeffrancois/workspaces/GDB/TADEfUnitProcess_OUfsrc/ExpressionTestApp.cc [line: 281]
= start_thread() at Oxb7fc150f e
= clonel) at 0xb7elaale ]
Thread [3] 5999 (Ru ! H H
fereee il And voila! Thread 4 is stopped
»® Thread [2] 5998 (Running) . . k i
+® Thread [1] 5995 (Running) - while thread 3 happily does its job
v gdb &
T i [>]

[g] NonStopMultiThreading cpp Xi‘\\_\ = O| 8= OutllnelE Console X;\\ =4
59 int nb_iterations = D,'V [~] | NonStopMultiThreading [C/C++ Ap;;li-t;tm;w_] NonStophi
80 - B (& = =2~ 9~
61 cout == "Entering: " <= thread_id == endl; G BE @'E' o B
62 Timer thread started... [~]
63 while (!is finished) { Entering: Thread #3

Pa 54 cout << "\t" =< thread id =< ™ (" << ++nb_iterations == ")" == endl; Entering: Thread #4
65 sleep(nb_threads); Thread #4 (1)

66 } Thread #3 (1)
&7 Thread #3 (2)
68 cout == "Leaving: " =< thread_id == endl; Thread #3 (3)
69 pthread_exit(NULL); Thread #3 (4) =
70} Thread #3 (5)
71 Thread #3 (6)
T2/ == mm e mm e e e e e e e mme e e mmee e eee————————— Thread #3 (7)
73// test_thread: Starts the various threads and waits for completion Thread #3 (8)
T e Thread #3 (9)
75void test_threads(char* duration) .4
76{ [ ¥
[ 1y [2] [«] i [2]

& Tasks [E_\ Droblems‘ﬁ Executables‘ @ mMemory 2@\"\7 et |§ (il /g‘ e

Monitors i

|

E | B [Java - org.eclipse.cdt.... || 2 Debug - NonStopMulti... &5
= |5
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" - -
£ Debug - /local/homelimckhou/TSPITADE/examplel JUni{Process_OUisrciExpressionTestApp.cc - Eclipse SDK discon neC‘t from processes
File Edit Refactor Navigate Search Run Project Window Help
[ing B |3 0 Q- | & & - [GRd = [ &’Java Egcic++ [KrDebug| [iResource
%5 Debug & P B N-T R R i @ ¥ = O = Variables 2 % Breakpoints il Registers i)
= [E]TADE [C/C++ Attach to Application] Name Type Value
= 5 JUnitProcess_PT [165] a int 8
<, Thread [5] 32960 (Suspended : Step) b pa int* 0xaab2f88
= mainExpressionTestApp() at localihome/imckhou/TSP/TADE/example/ JUnitProcess_OU/src/ExpressionTestApp.cc: Sy int[2] Oxaab2f7c
= JUnitProcess_PT_Impl-handleTimeout() at /loc khou/TSPITADE ple/JUnitProcess_OU/src/ JUnitProc b[0] int 5
= 0xe344550 b[1] int 4
+ §@LoadReader [156] b optr int* 0x100

+® Thread [4] 32936 (Running)
+ i@ JUnitProcess2_PT [166]
= 4 Thread [2] 32961 (Suspended : Breakpoint)

8 oot St sl TR R e Multiple processes running in the

= JunitProcess2_PT_tmpl-handleTimeout() at flocaliome/imckhou/TSP/TADE/example/JUnitProcess2_OU/src/Junitr

———— ‘ same launch. They can be
individually controlled and inspected.

i ¥ [
%) ExpressionTestApp.cc 3% - T8 BreakpoiniTestApp.cc | [ JUnitProcess2_PT Imp | 1 = B Econsole ® & Progress [ Memory| =i Modules 8f & & o B-riv =08
o [=] | TADE [C/C++ Attach to Application] gdb

2;2 e ::;ﬁ?f;::rtx;-;-:gsgs:;i;n’l‘est Appi\n"); [New Thread 165.32960] [
280 Current language: auto; currently c++

281 int a = 8; [New Thread 166.32961]

=282 int* pa = &a; [New Thread 95.32865]

. [New Thread 156.32936]

85 B[1] = 6 [New Thread 165.32960]

287 int* ptr = new int;
288 printf ("ptr points to Ox%X\n", ptr);

290 testLocals () ;

291 testChildren();

222 testWrite();

293 testNamel (1) ;

294 testNamez2(2) ;

295 testNamel(3);

- 296 testSameName () ;

297 testConcurrent () ;

298 testsubblock() ;

299 testAddress () ;

300 testUpdateChildren(0);

301 testUpdateChildren{100);

302 testUpdatechildrenz (200) ;

303 testDeleteChildren();

304 testUpdateGDBBug () ;

305 testUpdatelssue();

306 testUpdatelssus2();

307 testConcurrentReadAndUpdatechild () ;

308 testConcurrentUpdate0ut0fScopeChildThenParent () ;
309 testUpdate0fPointer () ; =
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Multi-Process SClipoE

int *
| int [2]
nckhowTSPITADE/example/JUnitProcess_OU/src/JUnitProc b[0] int
& Seleci Process ) ;_x_- int
int *

Select a Process to attach the debugger to:
! |

B JVM - 135 B
ADE/example/JUnitProcess2_OW g M Launcher - 129

ImckhowTSPTADE/example/JU | g KemelUtilityDaemon - 13

* LoaderPreloader-127
B LoadReader - 156
B NetServer - 155

= NtpManagement_PT - 106
Uipceds? BT Imp | : = ProfilerDaemon - 14 8
B PSM-agent - 29

B PSM-master - 30

mory. =\ Modules |

ation] gdb
2960]
auto;
2961]
865]
2936]
2960]

Connect: you can attach to
4 any running process

QL]

@ OK H Cancel l
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Multi-Process

&= Debug - Source nof found. - Eclipse SDK

File Edit Refactor Navigate Search Run Project Window Help
iy m |3~ 0 Q- | &S $- v gl
%5 Debug 2 5 ok ]

¥ [C|TADE [C/C++ Attach to Application]
= 1@ LoaderPreloader [127]
= ;# Thread [6] 32897 (Suspended : User Request)

— 0x0

¢a v =0

And voila! The selected is added.

b @ JUnitProcess PT [165]
b &2loadReader [156]
b2 JUnitProcess2 PT [166]

lE gdb
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Upcoming Debugging Features =i DEE

= Reverse Debugging
= Tracepoints

= Multi-exec

= True GDB Server
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Reverse Debugging =i DEE

= Allows to step program backwards and forwards
= Avoids repeating test over and over to gradually hone in on bug
= Allows to replay a bug

= Allows to go back and change program execution without having to
recompile and repeat the test (some targets)

= Often available in simulators/emulators
= VMWare

= Simics
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Reverse Debugging =i DEE

= |[DE front-end support now part of the CDT

= Buttons, menus and key bindings for

= Reverse Resume
= Reverse Stepln
= Reverse StepOver
= Uncall
= Perspective customization to show/hide these new Ul features

= Availability for extension
= Currently in DSF-GDB
= Will eventually migrate to DSF
= May even go to Debug Platform

Copyright © 2009 Ericsson, Made available under the Eclipse Public License v 1.0




GDB and Reverse Debugging =i PSR

» Reverse Debugging infrastructure in GDB HEAD

= Allows to hook to target that support reverse

= Linux PRecord (Process Record and Replay) in GDB HEAD
» By Hui Zhu (Teawater)
= For Linux target
= Records memory and register changes

= 3 minor fixes are still awaiting approval
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Demo 2 @;

= Reverse Debugging
= New reverse debugging action set
= Reverse step-in, reverse step-over, resume, uncall
= Buttons, key bindings and menus
= Launch option
= Views in reverse

= Change execution path
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Reverse Debugging °c|iPSE

| & Cusfomize Perspeciive - Debug o x

[Tool Bar Visibility ] Menu Visibility Iécommand Groups Availability | Shortcuts

Select the command groups that you want to see added to the current perspective (Debug). The details field identifies
which menu items and/or toolbar items are added to the perspective by the selected command group.

Available command groups: Menubar details: Toolbar details:

[4]

[ Java Editor Presentation
[ Java Element Creation
Java Navigation

[] Java Open Actions

[] Java Search

[ unit

Keyboard Shortcuts
Launch

[ make Actions B
Open Files

[l Plug-in Search

LB o Action set needs to be
Resource Mavigation .
reveree Debuggmg// selected for the perspective
Search ]

[l Team (=]

@ OK ] I Cancel
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Reverse Debugging

Eile Edit Refactor MNavigate

*;F Debug et

+ 1f#ReverseDebugging

s gdb
| ReverseDebugging
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Search BRun

| = 2 W | 0@ |3

= [C|ReverseDebugging [C/C++ Application

w i Thread [1] (Suspended : Breakpoint)
= main() at localfhome/imckhoufworkspace-ErlipseCon/ReverseDebugging/src/ReverseDebugging.cpp:60

Broject Window Help

New buttons to
control reverse
execution

- ;i}lT - - =8

B

To toggle reverse
debugging and
display new control
buttons

¢ ¥ = O

24



Tracepoints "@rﬁ |

= Dynamic tracepoints
= Add instrumentation to running code
= Low-overhead
= Enable/Disable dynamically
= Trigger on user-defined condition
= Off-line tracing
= Trace collection from target
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Multi-Exec =i PSR

= |n CDT 6.0

= Multi-process support in DSF
= Attaching to multiple processes in DSF-GDB

= Next steps:

= DSF-GDB support for launching multiple processes in the same
debug session

= GDB support for Multi-process on Linux (should be part of the next
release of GDB)
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True GDB Server ‘@;

= GDB provides gdbserver

= Allows to debug remote program on Linux

= Can be used as a basis to write a new debug server for your own
OS

= Accepts a single GDB connection

= Usually started manually before beginning debugging session

= True gdbserver
= Daemon
= Accepts multiple GDB connections
» Ready for debugging at any time
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Additional Information =i PER

= Contacts

= Marc Khouzam,
= Francois Chouinard,
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Questions? "@p;

Copyright © 2009 Ericsson, Made available under the Eclipse Public License v 1.0




