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The presentation’s outline
▪ Background  

▪ The forth Industrial Revolution, a reference architecture and an 
IoT framework 

▪ Smart cities with focus on distributed energy (smart grids) 
▪ Manufacturing example (physical and digital twins, AI at the edge) 
▪ Vehicle application: safety critical systems, autonomous 

snowblower(s)
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The Reference Architectural Model for Industrie 
4.0 (RAMI 4.0): An Introduction

Smart Grid Smart Mobility 

Health-
care 

Smart Devices 
Smartphone 

Industrie 4.0 

Smart Home 
Smart Building 

Smart Meter 

Smart 
Factory 

The Internet of Things and Services 

Graphics © Bosch Rexroth AG Dr. Karsten Schweichhart 
Leader(act.) AG1 „Standardization & Reference Architecture“ Plattform Industrie 4.0
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The Revolution

The Old World: Industrie 3.0 
 
• Hardware-based structure 
• Functions are bound to hardware 
• Hierarchy-based communication 
• Product is isolated 

Axis 1 – Hierarchy: The Factory 
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Graphics  © Anna Salari, designed by freepik 

The New World: Industrie 4.0 

 

• Flexible systems and machines 
• Functions are distributed 

throughout the network 
• Participants interact across 

hierarchy levels 
• Communication among all 

participants 
• Product is part of the network 

Axis 1 – Hierarchy: The Factory 

Connected  
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Smart  
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Smart  
Products 

Graphics © Anna Salari, designed by freepik 
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The Interface to Connectivity

RAMI 4.0 

The Industrie 4.0 Component 

Thing  
(e.g., machine)  

Administration 
Shell 

I4.0 
Communication 

Each object needs its own administration shell  
that allows its integration into Industrie 4.0 

• The connection takes 
place over the I4.0 
communication 

• The administration shell 
forms the digital part 

• The Thing forms the real 
part  

Graphics RAMI 4.0  © Plattform Industrie 4.0 and ZVEI, Administration Shell © ZVEI SG Modelle und Standards, Pictograph © Anna Salari, designed by freepik 
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Architectural Paradigms

• Each physical thing has its own administration shell. 
• Several assets can form a thematic unit with a common administration 

shell, several thematic units ... 

Station Control Device Field Device 

The Roles and Responsibilities of the Administration Shell 

Graphics © Anna Salari, designed by freepik, Administration Shell © ZVEI SG Modelle und Standards 
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A Generic Arrowhead System

Capsule

Thing

Producing services Consuming services

Interface between the Thing and the Internet

- Sensor
- Actuator
- Algorithm
- Database
- Human machine interface
- PLC

- base URI
- Certificate
- Private key
- Awareness of other systems
- Authorization to provide services
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The Eclipse  Arrowhead
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The Local Cloud
▪ Loose coupling 
▪ Late binding 
▪ Manageability 
▪ Authentication 
▪ Authorization 
▪ Low latency 
▪ Data ownership 
▪ Privacy 
▪ …
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Smart Grids: Evolution & Complexity 
▪ The common household thermostat
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Home: the scalable local cloud
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Open Source & Cybersecured Smart Grid
▪ Energy savings & End user comfort
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Manufacturing

Image source: fischertechnik



Assembly Line 
prosumer

CloudUploader

Data transfer 
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OPC-UA over Ethernet

26 signals ribbon cable

Register 19 services
(9 sensors & 10 actuators) 
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An Indexed Line with OPC UA and Digital Twin
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Information Models & ISO 10303 system
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One Size Lot, ROS, and Z-Wave
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Interoperable & Protocol Agnostic Systems
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Digital Twins for Different Purposes

CAD: 
- Factory design 
- PLC programming 
- Operations

Game engine: 
- Training 
- Operations 
- Maintenance
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AI @ the  Edge
▪ Detecting ball bearing damage prior to 

failure in windmill farms 
▪ Confederated learning

DOI: 10.1109/ICPS51978.2022.9816960

https://doi.org/10.1109/ICPS51978.2022.9816960
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Eclipse Arrowhead on Vehicles
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Safety Critical Systems & Services
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▪ ABS, Traction Control 
▪ Hardware in the loop
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Systems of Systems for  Tractors
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Take Aways
▪ The Eclipse Arrowhead framework integrates other IoT solutions for 

a seamless, secure, and unified operation with low latency. 
▪ It is being applied and used to 

▪ Industry 
▪ Smart cities 
▪ Vehicles 

▪ It supports different types of digital twins and AI at the edge. 
▪ There is a commercial ecosystem to support its availability.
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Questions
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jan.van.deventer@ltu.se
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